GANESH INSTITUTEOFENGINEERINGAND TECHNOLOGY, POLYTECHNIC

DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING

NAME- RANJITA NAIK

LESSONPLAN CUM PROGRESS REPORT

SUBJECT: INFORMATION SECURITY SEMESTER:4TH BRANCH:COMPUTER SC. & ENGINEERING
LECTURE PLAN ACTION REVIEW
NO. CO | BTL TOPIC TO BE COVERED WEB REFERENCEIFANY P S BY HOD
Introduction to Information Security: httos:/lwww.voutube.com/
1 |cot| 1 Definition of Information Security watch™velRNgTriA | 221225
Importance of Information Security in the || https:/iwww.youtube.com/
2. (cot) digital age watch?v=Hvd422c-x3u || 231225
Key principles of Information Security: https://mww.youtub
3 cot| 1 Confidentiality, Integrity, and Availability | e.com/watch?v=PR | 24.12.25
(CIA Triad) 96L-gCQd8
s cot | 2 Types of security threats and attacks (e.g., || https:/www.youtube.com/ 26.12.25
malware, hacking, phishing, DoS), watch?v=tjpW45fOxp8 e
Security policies and best practices, Risk || yitys:/iwww.youtube.com/
5 cot | 2 management and mitigation strategies, watch?v=0CrOeRh9DFU 30.12.25
Overview of security standards (ISO/IEC || https:/iwww.youtube.com/ T
27001. NI ST) watch?v=x792wXSeAhA
6 co2| 3 Cryptography: Introduction to Cryptography |ttps:/iwww.youtube.com/wa 31.12.95
and its importance in information security tch?v=trHox1bNS5es o
. . https://www.youtube.com/wal| 05.01.26
7 co2| 3 Symmetric vs Asymmetric cryptography ptch?mfg_M,UBqls
g coz| 3 Common cryptographic algorithms:  |https:/iwww.youtube.com/wa 06.01.26
DES AES RSA ECC tch?v=8B1rN1rnTiU T
o coz| 2 Common cryptographic algorithms:  |ttps:/www.youtube.com/wa 07.01.26
DES AES RSA ECC tch?v=0-MZgVJP-rl U
0 leozl 2 Hashing functions and digital https:/iwww.youtube.comiwal . - .
Sig natures tch?v=BuhWRY4hkpY U



https://www.youtube.com/watch?v=0CrOeRh9DFU
https://www.youtube.com/watch?v=0CrOeRh9DFU

Public Key Infrastructure (PKI),

https://www.youtube.com/wa
tch?v=y72Udn5udZk

1 |co2 Certificates and encryption protocols [y, /www.youtube.comiwa| 13-01-26
(SSL/TLS) tch?v=143NnHTeACk
Network Security: Protecting data sl s com
H el ttps://www.youtube.com/wa
12 |cos during transmission and network- toh =7 HrmOKSI4rD 19.01.26
based attacks
Firewalls: Types and configuration, Intrusion bttos: wh '
13 [co3 Detection Systems (IDS) and Intrusion ttptséhma’;ﬁ'&jéﬁgv“ Wal  20.01.26
Prevention Systems (IPS),
Firewalls: Types and configuration,
w  |cos Intrusion E?etection Sy_stems (IDS)  |https:iwww.youtube.comiwa 21 01.26
and Intrusion Prevention Systems tch?v=4qnWA3-vOwc
(IPS),
15 co3 Intr!JSion Pr-evention SyStemS (IPS), https:llwww_yout:ube_comlwa 27.01.26
Virtual Private Networks (VPNs toh?v=JFXEBjITScGU
Network Security Protocols: IPsec, ) /
https://www.youtube.com/wa
16 co3 SSL_/'_I'I__S, HTTPS, Network_ tehTy=GOPx24hHIUA 28.01.26
vulnerabilities and defense techniques
Network Security Protocols: IPsec, ) /
https://www.youtube.com/wa
17 co3 SSL_/'_I'I__S, HTTPS, Network_ tehTy=GOPx24hHIUA 02.02.26
vulnerabilities and defense techniques
Network Security Protocols: IPsec, ; /
https://www.youtube.com/wa
18 co3 SSI_'/"I'I'_S, HTTPS, Network_ by GOPx2AhHIUA 03.02.26
vulnerabilities and defense techniques
Security in Operating Systems: User ; /
H . https://www.youtube.com/wa
19 |co4 authentication and access control (.., cnov=Fcaningtow | 040226
passwords, biometrics),
Securij[y in Operating Systems: USer | hitps://mww.youtube.co
20 |co4 authentication and access control (e.g.,|m/watch?v=FCBININEL| 09.02.26
passwords, biometrics), Ow
. . . https://lwww.youtube.com/wa
21 |co4 File system security and encryption tch7v=BiEfstwxwBo 10.02.26
2 |cos File system security and encryption hitps:/lwww.youtube.comiwa) ) ) 5¢
tch?v=DKb7KhfoZmU e
23 |cos File system security and encryption https:/iwww.youtube.comiwal g 5 ¢
Y y yp tch?v=DKb7KhfoZmU 02
: : : https://www.youtube.com/wa
24 | co4 OS security hardening techniques tch?vevecotvijeR 17.02.26
2% |cos OS security hardening techniques ~ [["Pswyoutube.comival ;g o5 56

tch?v=XuAdstdcEqc



https://www.youtube.com/watch?v=y72Udn5uJZk
https://www.youtube.com/watch?v=y72Udn5uJZk

https://www.youtube.com/wa

2% | cod Patch management and updates tch?2v=NvOwsO-GtiM || 23:02:26
) N o https://mwww.youtube.
21 |co4 Security auditing and monitoring || com/watch?v=u6VN | 24.02.26
mWzunP4
2 o5 Web Security: Common web security threats |jttps://www.youtube.com/wa 95.02.26
(SQL injection, XSS, CSRF, etc.), tch?v=uzT7idSzOgl o
Secure Web Application Development  |https://www.youtube.com/wa
29 |cos Practices tch?v=XYoPn7-FSHs | 0203:26
0 |cos Secure HTTP headers and cOOKIES  |fttps:/iwww.youtube.com/wa 09.03.26
management tch?v=SBorl54Sr1w e
a cos Secure HTTP headers and cOOKIeS  |fttps:/iwww.youtube.com/wa 10.03.26
management tch?v=rdVPfIECed8 T
Web application firewalls (WAF), ; /
. : : https://www.youtube.com/wa
3 | Co5 Website security tools a_lnd test_lng toh?vecoHgMA30TA 11.03.26
(e.g., OWASP, penetration testing)
Web application firewalls (WAF), ; /
. . . https://www.youtube.com/wa
38 | CO5 Website security tools a_lnd testing PP Mposoiia 16.03.26
(e.g., OWASP, penetration testing)
Security Policies and Incident ; /
. P . . https://www.youtube.com/wa
% | cos Response: Designing security poI|C|es tch?v=cMOWZKYVleg 17.03.26
(access control, data protection),
Security Policies and Incident https://www.youtube.
3% | cos Response: Designing security policies|jcom/watch?v=mqwPa| 18.03.26
(access control, data protection), -fghp8&t=109s
Security Policies and Incident
% |cos Response: Designing security policies|yitmowinfahpsstross] 230326
(access control, data protection),
Business Continuity Planning (BCP)
. : https://www.youtube.com/wa
37 | Co6 and Disaster Recovery Planning tch?vao0xj1JKjOE 24.03.26
(DRP)
Business Continuity Planning (BCP)
38 | cos and Disaster Recovery Planning ~ |"PS/ww.youtube.comiwa) - 55 o3 56

(DRP)

tch?v=00xj1JKjjOE




Business Continuity Planning (BCP) .
% |cos| 3 | and Disaster Recovery Planning |t de it 30,0326
(DRP)
Incident response lifecycle .
0 |cos| 3 (identification, containment, ~ [PRSIWWYOUbECOMMAl  01.04.26
eradication, recovery)
Incident response lifecycle
i cos| 1 (identification, containment, https:/iwww.youtube.comiwall - 0\
eradication, recovery), Forensics and || tch?v=rxn3GVmOX3A o
evidence gathering
2 |cos| 1 | Forensicsand evidence gathering ~["Siuvyoube.conial 7.04.26
; ; ; ; https://www.youtube.
43 co6 | 1 Legal a.n d Ethlca}l ConSIde.ratlons n com/watch?v=iaFNH| 08.04.26
information security Ht17ss
Legal and ethical considerations in https://www.youtube.com/wa
. . . . .04.2
“ao|cosy 2 information security tch?v=iaFNHHt17ss 08.04.26
Legal and ethical considerations in https://www.youtube.com/wa
. . . . .04.2
o |cos) information security tch?v=iaFNHHt17ss 09.04.26
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